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SOLUTIONS TAILORED, NOT RESOLD.

Information Security for Law Firms

Overview

Pivot Group knows there are many security issues facing the legal community that
could have an extreme effect on the practice, such as having case notes appear on the
adversary's website, having all electronic evidence destroyed, not being able to access
electronic information before pretrial, or client information, whose industry has strict
privacy rules (GLB/HIPAA), being compromised on the firm's network.

In addition to these risk management issues, Pivot Group is also asked about the
concerns listed below on a regular basis from our law firm clients:

Top Law Firm Security Concerns

. Roaming Laptops

. Spam

. Securing New Technology Deployment
. Client Demands for Good Security Practices
. Data Privacy and Protection

. Productivity Issues

. Security Updates

. Regulatory Compliance:

. Proactive Security Program

10. Training & Education

11. Risk Assessments

look, plan, act, repeat

OCO~NOOAWN -

With a proactive information security program, you can minimize risk and put practical
steps in place to insure minimal loss and downtime with business continuity and
disaster recovery programs. In the legal service market, it is a business requirement for
law firms to maintain a high level of information security.

The first step to a proactive security program is to embrace a management philosophy
and strategy which ingrains security as a way of doing business versus an afterthought
of doing business. A strong security program is a great business enabler as well. Once
you have identified your critical business assets and have assessed their
vulnerabilities, a proactive security plan can be developed which includes people,
processes, and technology that meet your business objectives and resource
requirements. In addition to risk assessment and asset protection, incident response,
business continuity, and disaster recovery are key elements to help mitigate your
overall business risk.

Pivot Group's solutions and look, plan, act, repeat methodology logically manage the
many complex issues relating to an effective security strategy for law firms. Call us
today to discuss your current situation and industry requirements.

Using Pivot Group to Assist with Information Security for Law Firms

» Security Strategy

» Risk Assessment

» Security Audits

+ Data Privacy and Protection

+ Policy Development & Implementation

* Training

+ Technology Recommendations & Deployment
Managing Partner Monitoring & Audit Programs
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